[laMaTKa no 6e30nacHOCTMU
LUKOJZIbHUKOB B ceTu NHTepHeTe

C kaXabIM TOJ0OM MOJIOJIEKU B MHTEPHETE CTAHOBUTHCS OOJIBLIE, a IIKOJbHUKU
OJIHU U3 CaMbIX aKTUBHBIX MOJIb30BaTenen Pynera. Mexnay Tem, moMUMO
OTPOMHOTO KOJIMYE€CTBAa BOZMOKHOCTEM, MHTEPHET HECET U MPOOsIeMbl. JTa
namsTKa J0JKHA TOMOYb Tebe 0e30MacHO HaXOJUThCS B CETH.

KomnbrorepHbie BUpPYCHI

KoMmbroTepHblil BUPYC — 3TO PA3HOBUIHOCTh KOMIIBIOTEPHBIX [IPOrpamM,
OTIIMYUTENIBHOW OCOOEHHOCTBIO KOTOPOH SIBIISIETCSA CIIOCOOHOCTh K PA3MHOXKEHUIO.
B nononHeHue k 3ToMy, BUPYChl MOTYT MOBPEIUTH UM TOJHOCTHIO YHUUTOXKHUTh
Bce (haiisibl U JaHHBIE, TOAKOHTPOIBHBIE MOIH30BATENI0, OT UMEHH KOTOPOTro ObLIa
3amylleHa 3apaXEéHHas IporpamMMa, a TakKe MOBPEANTh I TaKE€ YHUUTOKUTh
OTEepallMOHHYIO CUCTEMY CO BceMH (paitiamu B 11esioM. B 60IbIIMHCTBE CilydaeB
pacupoCTPaHsAOTCS BUPYChl UEPE3 NHTEPHET.

MeToabl 3alIUTHI OT BPEOHOCHBIX IPOrPamMM:

* Mlcnonb3yi COBPEMEHHBIE OTIEPAIMOHHBIE CHCTEMBI, UMEIOIINE CEPHE3HBIN
YPOBEHb 3aIIUTHI OT BPEJOHOCHBIX POTPaMM;

* [TocTosiHHO ycTaHaBnuBaii naytu (UGPOBHIE 3aIUIATKH, KOTOPHIE
ABTOMATUYECKH YCTAHABIMBAIOTCA C LEIbIO JOPAOTKU IPOrpaMMbl) U APyTrUe
OOHOBJICHUS CBOEH OTepaluoHHON cucTeMbl. CKaunBal UX TOJIBKO C
oduimanbHoro caira pazpadorunka OC. Eciu cyliecTByeT pexkum
aBTOMATHUYECKOTr0 OOHOBJIEHUS, BKIIIOUHU €T0;

* Orpannub PU3NYECKUIA TOCTYI K KOMIBIOTEPY JIJIsl TOCTOPOHHHUX JIMII;

* Mcnonp3yit BHENIHKME HOCUTENU MH(POpMAIUK, Takue Kak (ielika, TUCK WIn
(aiin U3 UHTEpHETAa, TOJIBKO U3 MPO(EPEHHBIX HCTOYHUKOB,;

* PabGoraii Ha cBOEeM KOMIIBIOTEpE TO/1 TPAaBaMHU IOJIH30BATENS, a HE
aJIMMHUCTPATOpPa. ITO HE MO3BOJIUT OOJBIINHCTBY BPEJOHOCHBIX MPOTPaMM
WHCTAJUIMPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE;

* Mcnonb3yit aHTUBUPYCHBIE IPOTPAMMHBIE IPOTYKThI U3BECTHBIX
MPOU3BOAMTEIICH, C aBTOMAaTHIECKUM OOHOBIIEHHEM 0a3;

* He oTkphiBaii KOMIIBIOTEPHBIE (aiiiIbl, TOJTYYEHHBIE U3 HEHAIEXKHBIX
MCTOYHUKOB. J{axe Te (aiiibl, KOTOpbIE MpUcan TBOW 3HAKOMBIN. Jlyumie yrounu
y HEro, OTIPaBJIsI JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 310 He BUj nepeauu JaHHbBIX, HE TEXHOJOTHs, & BCEro JUIIb OpeH,
mapka. Eme B 1991 rogy Hunepianackas KOMIaHus 3aperucTpupoBaia OpeHa
«WECAY, uto 0603nauasno cnoBocouetanue « Wireless Fidelity», koTopbiit



NEPEBOJUTCS KaK «O0eCpoBOIHAs TOUHOCTHY. [0 Halllero BpeMeHu Jouuia apyras
ab0peBuatypa, KOTopasi sSBJISETCS TAKOM e TEXHOJIOTHEH. DTo ab0peBuarypa
«Wi-Fi». Takoe Ha3BaHHe ObLIO JAHO C HAMEKOM Ha CTaHAAPT BBICUINI 3ByKOBOU
texHuku Hi-Fi, yTo B mepeBojie 03Ha4aeT «BBICOKAs TOYHOCTHY.

Jla, 6ecruiaTHbIM HHTEPHET-A0CTYI B Kade, OTEAX U adporopTax sIBIsSeTCs
OTJIMYHOM BO3MOKHOCTBIO BbIXOJa B MHTepHET. HO MHOTHE AKCIEPTHI CUUTAIOT,
yT0 obmieaoctynHbie Wi-Fi ceTu He sSBIsAIOTCS 0€30MacHbIMHU.

CoBeThl 110 6€301MacHOCTH padoTe B 0OIIEAOCTYITHBIX ceTsax Wi-fi:

* He nepenasaii cBoro muuHyro uHpopMaiuio yepes odmenoctynusie Wi-Fi cetu.
PaGoTas B HUX, *enaTelbHO HE BBOAUTH MAPOJIH JIOCTYIIA, JOTUHBI U KAKUE-TO
HOMEpA;

* lcnonw3yit 1 0OHOBIISIH aHTUBUPYCHBIE TTPOTrpamMMBbl U Opanamayep. Tem cambiM
ThI 00€30MacHuIITh Ce0s OT 3aKaYKH BUPYyCa Ha TBOE YCTPONCTBO;

* [Ipu ucnonb3oBannu Wi-Fi otkmoun Gynkumio «O0muit 10CTym K (aitnam u
npuHTepam». JlaHHas QyHKIMS 3aKpbITa [0 YMOJYAHUIO, OJTHAKO HEKOTOPHIE
M0JI30BATENIM AKTUBUPYIOT €€ JIJIsl y100CTBa UCIIOJIb30BaHUs B paboTe min yueoe;
* He ucnons3yit nyonuunsiii WI-FI 11t nepenaun mTuyHbIX JaHHBIX, HAIPUMED IS
BBIX0/Ia B COLIMAIbHBIE CETH WJIU B AJICKTPOHHYIO MOYTY;

* nnonw3yit Tosbko 3amuiieHHoe coeaqunenue uepes HTTPS, a ue HTTP, 1.e. npu
Habope BeO-apeca BBOAU UMEHHO «https://»;

* B moOunsHoM Tenedone otkimoun pyHkuuto «Ilogkmouenue k Wi-Fi
aBTomMaThueckm». He nomyckait aBTOMaTH4eCKOTO HOJKIIIOUEHUsSL YCTPOUCTBA K
cetsim Wi-Fi 6e3 TBoero cornacus.

CoumnasnbHble ceTH

CoruanbHbIe CETH aKTHBHO BXOST B HAITY KU3Hb, MHOTHE JIFOJIA PabOTAIOT U
UBYT TaM MOCTOSHHO, a B Facebook y:ke 3apeructpupoBaH MUUIHap/1 Y€I0BEK,
YTO SIBIISIETCA OJTHOM CEABMOM BCEX KUTEIIEH T1aHeThl. MHOTHE MOJIb30BATENN HE
MMOHMMAIOT, YTO UH(pOpMAIUs, pa3MEIICHHAsS UMHU B COITUATILHBIX CETSIX, MOXKET
OBITh HaliZiecHa U UCIIOJIb30BaHa K€M YTOJHO, B TOM YHUCJIE HE 0053aTENIbHO C
0JIaruMU HaMEPEHUSIMU.

OcHOBHBIE COBETHI 0 0€30MACHOCTH B COLMATBbHBIX CeTsX:

* Orpanuyb CUCOK JIpy3el. Y 1e0s B Ipy3biX HE NOKHO OBITh CTyYalHbIX U
HE3HAKOMBIX JIIO/ICH;

* 3amnuimai cBO YacTHYIO *u3Hb. He ykas3biBail maponu, TenedoHsl, aapeca, 1aTy
TBOETO POXKJEHUS U APYTYIO JUYHYIO HHPOPMAIIHNIO. 3TOYMBIIIUICHHUKH MOTYT
MCITOJIB30BaTh Jake MH(POPMAIHIO O TOM, KaK Thl U TBOU POJUTENH IUIAHUPYETE
MIPOBECTU KAaHUKYJIbI;

* 3amuinai CBO penyTaluio - IEpKU €€ B YUCTOTE U 3aj/iaBail ce0e BOIpPOC: XOTel



ObI TbI, 4TOOBI IpyTHE MOJIb30BATEIU BUAETH, YTO ThI 3arpyxaeib? [logymaii,
MPEKJe YEM UYTO-TO OITyOJIMKOBATh, HAIIMCATh U 3arPy3HTh;

* Ecnu T TOBOpHLIB C JIFOIBMH, KOTOPBIX HE 3HAEIb, HE HCIOJb3YH CBOE
peanbHOE UM U JPYTYIO JIMYHYIO HH()OPMALUU: UMSI, MECTO JKUTEIBCTBA, MECTO
y4eObl U Mpoyee;

* N36eraii pa3menienus pororpaduii B IHTepHeTe, T11€ Thl H300paXkeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO ONPEJEIUTh TBOE MECTOIOJIOKEHUE;

* [Ipu peructpanuu B COIMAIBHON CETH HEOOXOAMMO UCIIOIb30BATh CIOKHBIE
HapoJIx, COCTOSIIIKE U3 OYKB U LIU(DP U ¢ KOJIMYECTBOM 3HAKOB HE MEHEE §;

* JIns conpanbHOM ceTH, MOYTHI M IPYTUX CaUTOB HEOOXOIMMO HUCIIONIb30BATh
pazHble napoiu. Torga eciau Te0s B3IOMAIOT, TO 3JI0YMBIIIJIEHHUKY TIOJTy4YaT
JOCTYII TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpa3y.

DJIeKTPOHHBbIE IEHbI' U

DJEeKTpOHHBIE AEHBIM — 3TO OYEHb YJOOHBIN CIIOCO0 MIaTexel, 0JTHAKO
CYILIECTBYIOT MOUIEHHUKH, KOTOPBIE XOTAT MOJYUYUTh 3TU JEHBIH.

DNEKTPOHHBIC JCHBIH MOSBWINCH COBCEM HEJITABHO M UMEHHO HM3-3a ATOTO BO
MHOTHX TOCYAapCTBax J0 CUX MOp HE MPOIMCAaHO PO HUX B 3akoHax. B Poccun
e OHM (DYHKITMOHHPYIOT ¥ O HUX YK€ MIPOIHMCAHO B 3aKOHE, TJIC X Pa3JIeisIioT Ha
HECKOJILKO BHJIOB — aHOHHUMHbBIE U HE aHOHUMHEBIE. Pa3HuIa B TOM, 4TO
AHOHHMMHBIC - 3TO T€, B KOTOPBIX pa3pelracTcs MPOBOANTH OllepaIuu 0e3
UACHTH(UKAIIMHK IT0JIh30BaTE/Is, a B HCAHOHMMHBIX MJICHTH(UKAIIMH IT0JIh30BaTEIsA
SIBJISIETCS 00s13aTEIbHOM.

Taxoke caenyeT pa3nuyath NEKTPOHHbIE (UATHBIE AEHBIU (PaBHBI
rOCy/IapCTBEHHBIM BaJIOTaM) U 3JIEKTPOHHbBIE HE(PHUATHBIE IEHBI'H (HE PaBHbI
rOCyJAapCTBEHHBIM BAJIFOTaM).

OcCHOBHBIE COBETHI IO 0€30MACHOI padOTe C AJIEKTPOHHBIMU JEHbIAMMU:

* [IpuBsiku K cueTy MOOUIIBbHBIN TenieoH. ITO camblil y0OHBII 1 ObICTPbIT
Croco0 BOCCTAaHOBUTH JOCTYM K cueTy. [IpuBsizaHHbIN TenepoH MOMOXKET, €CIIu
3a0yelllb CBOM IJIATEXKHBINA MAPOJIb WIH 3aieIIb Ha CAUT C HE3HAKOMOTO
yCTPOMCTBA;

* Hcnone3yit onHopazoBele naponu. [locie nepexona Ha yCUICHHYIO
aBTOpU3aLIMIO T€OE yKe He OYJeT yrpoKaTh ONMACHOCTb Kpa)Ku WK IiepexBaTa
IUTATEKHOTO NapOJIs;

* BriGepu cioxubIiif maposb. [IpectynaukamM Oy1eT He TIPOCTO YrajaTh CIOKHBIN
napoib. HagexxHsle napoam — 3TO MapoJiv, KOTOPBIE COAEPKAT HE MEHEE 8 3HAKOB
Y BKJIFOYAIOT B CE0sI CTPOYHBIE U TIPOMUCHBIE OYKBBI, TU(PBI 1 HECKOJIBKO
CHUMBOJIOB, TaKH€ KaK 3HAK J0JuI1apa, PyHTa, BOCKIUIATEIbHBIN 3HAK U T.I1.



Hanpumep, $tROng!;;

* He BBOAM CBOM JIMYHBIE JAHHBIE HA CAUTaX, KOTOPBIM HE JOBEPSCIIIb.
DJIeKTPOHHAS MOYTA

DIIEKTPOHHAS MTOYTA — 3TO TEXHOJIOTUA U MPEAOCTABIISIEMBIE €10 YCIYTH 110
MEPEChUIKE U MOTYUYECHHIO AJIEKTPOHHBIX COOOIICHUM, KOTOPhIE paclpeIestoTCs B
KOMIBbIOTEpHOU ceTh. OOBIYHO 3JIEKTPOHHBIM MOYTOBBIN SIIUK BBITJISIAT
cleyomuM 00pa3oM: UMsL_TOJIb30BaTEsI(@UM_JTIoMeHa. Taxke KpoMe repeaadn
IPOCTOr0 TEKCTa, UMEETCSI BO3MOXXHOCTh NIepeaBaTh (paiiibl.

OcHOBHBIE COBETHI IO 0€30MaCHOM padoTe ¢ IIEKTPOHHON MOYTOM:

* Hago BeIOpaTh NpaBWIIBHBIN MOYTOBBIN cepBUC. B HHTEpHETE €CTh OrPOMHBIIA
BBIOODP O€CIIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JyUIlE JOBEPATH TEM, KOTO
3HACIIb U KTO IIEPBBIM B PEUTHUHTE;

* He ykassiBaii B 1ruHOM nouTe nuHyto nHpopmaruio. Hampumep, mydire
BbIOpaTh «My3bIKaJIbHBIN _(panat@» um «pok2013» Bmecto «remal3»;

* Mcnonb3y#t ABYX3TaHYO aBTOPU3AIMIO. ITO KOT'/1a IOMUMO Maposi HYKHO
BBOAUTH KOJ, MPUChUIAEMbIN 0 SMS;

* BriOepu ciioxHbIi aposib. it Kaa0ro MOYTOBOIO SAMKA JTOJKEH ObITh CBOU
HAJIC)KHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

* Eciu ecTh BO3MOKHOCTh HaNlMCAaTh CAMOMY CBOM JIMYHBIA BOIIPOC, UCIIOIB3YH
3Ty BO3MOXHOCTb;

* crionb3yi HECKOIBKO MOYTOBBIX SIIUKOB. [1epBhIil U151 YaCTHOU NEPENUCKU C
agpecaTaMu, KOTOPBIM Thl JOBEPSECIb. DTO SJIEKTPOHHBIN apeC HE HAJO
UCIIOJIb30BaTh MPU PETUCTpaliy Ha (JOpyMax U caTax;

* He oTkpriBaii daiiabl U Apyrue BIOXKEHUS B MUCbMaX JakKe €CIIM OHH MPHUIIUIA OT
TBOUX Jipy3eil. Jlydiie yTOuHU y HUX, OTIIPABIISUTH JIK OHU TeOe AT (haiiibl;

* [Tocne okoHuaHus pabOTHI HA TOYTOBOM CEPBUCE MEPE 3aKPHITHEM BKIIAIKU C
caiiToM He 3a0y/lb Ha)KaTh Ha « BBIIATHY.

KuOepOysiMHr UM BUPTYaJbHOE U3/1€BaTEIbCTBO

KubepOymuHr — npecienoBaHue COOOIEHUSIMU, COACPKAIUMU OCKOPOJICHMUS,
arpeccuro, 3alyruBaHue; XyJIUTaHCTBO; COLIMAIbHOE OOMKOTUPOBAHUE C TTIOMOUIBIO
Pa3IMYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOEPOYIITUHTOM:

* He Opocaiics B 60ii. JIyummii crioco0: mocoBeToBaThCs Kak ce0st BECTH U, €CITU
HET TOro, K KOMY MOXHO 00paTUTHCA, TO BHAYaJle yCIOKOUThCs. Eciu Thl HaUHeNIb
OTBEYaTh OCKOPOJCHUAMH Ha OCKOPOJIEHUS, TO TOJIBKO €I1le 0O0JIbIe Pa30kKKeIIh
KOH(DITUKT;

* YrpaBnsiii cBoel kubeppemyTanuei;

* AHOHUMHOCTH B ceT MHUMas. CyIIeCTBYIOT CITIOCOOBI BBISICHUTh, KTO CTOUT 32
AHOHHMHBIM AKKayHTOM,;



* He crout BecTn Xxynuranckuit o0pa3 BUpTyaibHOU *u3HU. UHTEpHET PUKCUpyeET
BCE TBOM JICHCTBUS U COXpAHSET UX. Y JAIUTh UX OyJET KpaitHe 3aTpyIHUTEIHHO;
» CoOmrofiaii CBOM BUPTYaIbHYIO YECTh CMOJIONY;

* Urnopupyit enuHUYHbIN HeratuB. OJIHOPa30Bble OCKOPOUTENBHBIE COOOIICHUS
Jydiiie urHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcss Ha Ha4yaabHOW CTauu;

* ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMHU COOOIIIEHUSIMHU, B
COITMAILHBIX CETSIX €CTh BOBMOXKHOCTh OJIOKUPOBKHU OTIPABKH COOOIICHUM C
ONPENIEIICHHBIX aJPECOB;

* Ecnu Tb1 cBUnIeTENh KUOEpOyuinHra. TBou NeHCcTBUS: BBICTYIIUTh IPOTUB
pecien0BaTes, IoKa3aTh EMY, YTO €ro IEMCTBUS OLIEHUBAIOTCS HETaTUBHO,
MOJIJIEPKATh KEPTBY, KOTOPOU HY>KHA MICHUXOJIOTHYECKAsi TOMOIIb, COOOIIUTH
B3POCIBIM O (haKTe€ arpeCCUBHOTO TTOBEJICHHUS B CETH.

Moouabnbli TesedoH

CoBpemMeHHbIe cMapT(OHBI U TUIAHIIETHI COAEPKAT B ce0e BITOJIHE B3POCIBINM
(GyHKIIMOHAM, U TEMIEPh OHU MOTYT KOHKYPHUPOBATh CO CTAITMOHAPHBIMU
KoMmbloTepamu. OgHAKO, CPEACTB 3aIUTHI JIJ1s1 TOJOOHBIX YCTPOUCTB MOKA OYEHB
Majo. TecTupoBaHue U MOUCK YSI3BUMOCTEN B HUX MPOUCXOJIUT HE TAK
MHTEHCUBHO, Kak s [1K, To ke camoe kacaeTcss U MOOMIIBLHBIX MPUIIOKEHUH.
CoBpeMeHHbIe MOOWIIbHBIE Opay3ephl YK€ MPaKTUYECKH JTOTHAIN HACTOJIbHBIC
aHaJIOTH, OJHAKO pacuIupeHre (PyHKIMOoHaa BlIeYeT 3a CO00M OOJIbIIYIO
CJI0’KHOCTh M MEHBIIYIO 3AIMIIEHHOCTb. J[aleKo He BCe MPOU3BOIUTENN
BBIIYCKAIOT OOHOBJICHUS, 3aKPBIBAIOIINE KPUTHUECKUE YSI3BUMOCTH JJII CBOUX
YCTPOMCTB.

OcHOBHBIE COBETHI I 0€30MaCHOCTH MOOMJILHOTO TeJiepoHA:

* Huuero He sBisieTcs mo-HACTOsIIIEMY OecIuTaTHBIM. Byib 0ocTOpOIKeH, Beb KOoria
Tebe mpeIararoT OeCIIaTHRIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHUE-TO
IJIATHBIE YCIIYTH;

* Jlymait, npexxae yem otnpaButb SMS, ¢poto uiu Buaeo. Tl TOUYHO 3HACIb, TE
OHM OYyJIyT B KOHEUHOM UTOTE?

* Heo6x0a1uM0 OOHOBIISITH ONIEPAIIMOHHYIO CUCTEMY TBOETO cMapT(dOHa;

* Mcnonb3yit aHTUBUPYCHBIE TPOTPAMMBI JIJI1 MOOUJIBHBIX TE€JIE(POHOB;

* He 3arpy>kail npuiaoXeHusi OT HEM3BECTHOTO UCTOYHUKA, BEJIb OHU MOTYT
coJiepKaTh BPEIOHOCHOE MPOrpaMMHOE 00ECIICUeHHE;

* [Tocne TOro Kak Thl BBIMJICUIH C cailTa, e BBOAMII JUUYHYIO HHPOPMALIUIO, 321
B HACTPOMKH Opay3epa u yaanu cookies;

* [Iepronnuecku poBepsiii KakKue MIATHbIE YCIYTH aKTUBHPOBAHBI HA TBOEM
HOMEDE;

» JlaBaii cBOii HOMEP MOOMIIHHOTO TeNle(hOHA TOIBKO JIFOIIM, KOTOPBIX THI 3HACITH
1 KOMY JIOBEpSICIIb;



* Bluetooth momxeH ObITh BBIKIIIOUCH, KOT/Ia ThI UM HE IoJb3yembes. He 3a0biBai
HMHOT/Ia MPOBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPBI — ITO KPACOYHBIC, 3aXBATHIBAIOIINE PA3BIICUCHUS,
OOBEAMHSIONINE COTHH THICSY YETIOBEK 10 BceMy Mupy. Urpoku uccineayroT
JTaHHBIA UM MHP, OOIIAIOTCS IPYT C IPYTOM, BBIMIOTHSIOT 3a/IaHUSI, CPAKAIOTCS C
MOHCTpPAMH H ITOJTYYaIOT OTBIT. 32 YOBOJBCTBHE OHU IUIATST: MOKYITAIOT JIUCK,
OIIAYMBAIOT a0OHEMEHT WJIM IMPUOOPETAIOT KaKHUe-TO OIIINH.

Bce 3Tu cpenctBa uayT Ha NOAJIEPKAHUE U PA3BUTHUE UTPBI, a TAKKE HA CaMy
0€30I1aCHOCTb: COBEPILIEHCTBYIOTCSI CHCTEMbI aBTOPHU3AILMH, BBIITYCKAIOTCSI HOBBIE
naT4yu (Mu@poBbIe 3aIIaTKU ISl MPOTPAMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B momo06HbIX Urpax CTOUT OnacaTbCsi HE CTOJIBKO CBOMX COIEPHHUKOB, CKOJIBKO
Kpa)kd TBOETO MapoJis, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPU3aLMU OOJIBIINHCTBA
urp.

OCHOBHBIE COBETHI IO 0€30MTACHOCTH TBOETO UTPOBOr0 aKKayHTa:

* Eciiu ipyroit urpok BesieT ce0s II10X0 WK CO3/1aeT Te0e HENPUSATHOCTH,
3a0JIOKUPYH €ro B CIIHUCKE UTPOKOB;

e [Toxanyicsa agMUHUCTpATOpaM UIPhl Ha IJIOXOE NOBEIEHUE ITOI0 UTPOKA,
KEIATEIBHO MPUIOKUTh KAaKHE-TO JOKa3aTENbCTBA B BUJIE CKPUHOB;

* He ykaspiBail 1nunyto uHdopmaiuio B npodaiiie urpbl;

* YBaxkaii Ipyrux y4aCTHUKOB IO UTPE;

* He ycranaBnuBaii HeohUIIMAIbHBIC TATYA W MO/IBI;

* Mcrionb3yi CI0KHBIE U Pa3HbIE MTApOJIK;

* Jlaxxe BO BpeMsl UTPBI HE CTOUT OTKJIFO4YaTh aHTUBHUpYC. [loka ThI urpaemus, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIMHT WIKM KpaXka JIUYHBIX JaHHBIX

OOBIYHOM KpaKkell IeHer U TOKYMEHTOB CErOAHs YK€ HUKOTO He yAUBUTIIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOTUH 37I0YMBIIIJIEHHUKN [TIEPEMECTUIINCH B UHTEPHET,
Y IPOJOJIKAIOT 3aHUMAThCS «JIIOOUMBIM» J1e7IoM. Tak mosiBUIach HOBas yrpo3a:
MHTEPHET-MOUIEHHUYECTBA WK (DUILIUHT, TJIaBHAs LIeJh KOTOPOTO COCTOUT B
NOJIyYeHUH KOH(PUACHIIMAIbHBIX TaHHBIX MOJb30BaTENIEH — JIOTHHOB U MapoJiei.
Ha anrnuiickom si3pike phishing yutaercs kak ¢umunr (ot fishing — peioHas
JoBJIsI, password — mapoJb).

OcHoBHBIE cOBeTHI 0 00pbHOE ¢ PUIIMHIOM:

* Crieqiu 3a CBOUM akkayHTOM. Eciu Thl moi03peBaeliib, 4YTO TBOSI aHKeTa Oblia
B3JIOMaHa, TO He00X0IMMO 3a0JOKHUPOBATh €€ U COOOIIUTh aAMUHUCTPATOPaM
pecypca 00 3TOM KaK MOYXHO CKOPEE;

* Hcnonp3yit 6e3onacHble BEO-CalThI, B TOM YHCII€, UHTEPHET-MAra3uHOB U



ITOMCKOBBIX CUCTEM;

* Mcionw3yii ClIOXKHBIE U pa3Hble Tapoiau. Takum oOpa3om, ecii Te0s B3JIIOMAIOT,
TO 3JIOYMBIIIJICHHUKHU TOTy4YaT JOCTYII TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH,
a He KO BCEM;

* Ecnu Te0s1 B3nomaiid, To HEOOXOAUMO MPEAYNPETUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE 100aBJIEHbI y T€OsI B APY3bAX, O TOM, YTO T€OsI B3JIOMaJIU U, BO3MOXKHO,
OT TBOET0 UMEHHM OYy/I€T PacChUIAThCA CIIaM U CChUIKU Ha (PUILIMHTOBBIE CANTHI;

* YcranoBu HajexHbli napoiib (PIN) Ha MoOUIBHBIN TenedoH;

* OTKJIIOYM COXpaHEHHE Mapoisd B Opaysepe;

* He oTkpsiBaii daiiabl U gpyrue BIOXKEHUS B MUCbMAaX Jake €CIIM OHH MPUIILIA OT
TBOUWX Jipy3ei. Jlydle yTouHu y HUX, OTIIPABIISIIIN JIM OHU TeOe 3TU (haiiisl,
[udposas penyraims

[{udposas pemyTamus - 3T0 HEraTUBHAS UM MO3UTHBHASA HH(OPMALIUS B CETH O
tebe. Kommpomerupyroias nHGpopmaIus pasMeiieHHasi B HHTEPHETE MOXKET
Cepbe3HBIM 00Pa30M OTPA3UTHCA Ha TBOEH peanbHOM ku3Hu. «{udposas
penyTanus» - 3T0 TBOM UMUK, KOTOPbIX (hopMupyeTcs u3 HHPpopMaluu o Tede B
UHTEpHETE. TBOE MECTO JKUTENBCTBA, y4eObl, TBOE (PUHAHCOBOE MOJIOKEHUE,
O0COOEHHOCTH XapakTepa M paccKas3bl 0 OJIM3KUX — BCE 3TO HAKAILJIUBAETCS B CETH.

MHoTHe MOAPOCTKH JETKOMBICICHHO OTHOCSTCS K ITyOJIMKAITUHU JIMYHOM
nHpopMmaruu B IHTepHETE, HE TTOHNMAasi BO3MOXKHBIX MOCIEACTBHMA. ThI Jake He
CMOXEIIb IOTaAaThCs 0 TOM, 4TO poTorpadus, pazMeieHHas S5 JIeT Ha3a, cTana
NPUYMHOMN OTKa3a MPUHSATH TEOs Ha padoTy.

KomMmenTtapuu, pazmernienue TBoux hororpaduil u Apyrue 1eUCTBUS MOTYT HE
HCUYE3HYTh JAXKE MOCJE TOTO, KaK Thl UX YJAJHIIb. Thl HE 3HACHIb, KTO COXPAHUII
3Ty UH(OpMaLHMIO, [T0Nala JIM OHA B IOUCKOBBIE CUCTEMBI M COXPAHMIIACH JIU OHA,
a IJaBHOE: YTO NOJYMAIOT 0 TeOE OKPY KAIOIIEE JIF0IU, KOTOPbIE HAMAYT U YBUAST
sT0. Halitu nHdopMainio MHOTO JIET CITYCTSI CMOXKET JIF0OOM — KaK U3 100phIX
MOOYKJICHHM, TaK U C HAMEPEHHEM TTPUUUHUTD Bpel. ITO MOKET OBITh KTO
YTOJTHO.

OcHoBHBIE cOBeTHI N0 3aUTe NM(POBOM penyTaluu:

* [Togymaii, mpex e ueM 4To-To MyOIMKOBATh U NiepeiaBaTh y ce0s B Oyiore wiv B
COIIMAJIbHOM CETH;

* B nacTpoiikax mpoduiis yCTaHOBU OTpaHUYECHHsSI Ha IIPOCMOTP TBOETO MPOoPuiis u
€ro COJIEP)KUMOrO0, CAENal €ro TOJbKO «IUIS APYy3€ei»;

* He pa3memaii 1 He yka3piBail uHPOpPMAIHIO, KOTOPask MOKET KOT0-T100
OCKOPOJIATH MIIH OOMXKATh.

ABTOpCKOE IPABO



CoBpeMeHHBIC IKOJIFHUKH— aKTHBHBIC ITOJIB30BATEIH ITU(POBOTO MMPOCTPAHCTBA.
OHako JajaeKo He BCE 3HAIOT, UTO I10Jb30BaAHNE MHOTMMHU BO3MOYKHOCTSIMH
1upoBOTo MUpPA TpeOyeT COOIIOICHUS MPAB Ha MHTEIUICKTYaTbHYIO
COOCTBEHHOCTE.

TepmuH «uHTEIEKTyaIbHast COOCTBEHHOCThY» OTHOCHUTCS K Pa3IMYHBIM
TBOPEHUSIM YEJIOBEUECKOTO yMa, HauWHAasl C HOBBIX U300pETEHHI U 3HAKOB,
0003HaYaroIMX COOCTBEHHOCTh HA MPOAYKTHI U YCIIYTH , U 3aKaHYMBAss KHUTAMU,
doTorpadusMu, KHUHOQUIbEMAMHU U MY3bIKAJIbHBIMU MTPOU3BEICHUSIMU.

ABTOpCKHe IpaBa — 3TO NpaBa Ha UHTEUIEKTYyaJIbHYIO0 COOCTBEHHOCTD Ha
IIPOU3BEICHUS HAYKH, JINTEPATyPbl U HICKyCCTBA. ABTOPCKHUE IPaBa BBICTYIIAIOT B
Ka4yeCTBE FapaHTUU TOTO, YTO UHTEIJIEKTYaJIbHbIA/TBOPUECKUN TPY aBTOpa HE
OyZeT HalpacHbIM, JIaCT €My CIpaBeIMBbIE BO3MOXKHOCTH 3apadoTaTh Ha
pe3ylibTaTax CBOETO TPy/a, MOTYyYUTh U3BECTHOCTh U Mpu3HaHue. Hukro 6e3
pa3pelIeHns aBTOpa HE MOXKET BOCIIPOU3BOAUTE €r0 IIPOU3BEICHHUE,
pacnpocTpaHsTh, MyOJIMYHO JEMOHCTPUPOBATh, IPOAABATH, UMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOIMYHO UCHIOJIHATD, TOKA3bIBATH/UCIIOJIHATH B 3QUpE WU
pasMmewuars B IHTEpHETE.

Hcnonb3oBaHue «IUPATCKOT0» MPOTrPaMMHOTO 00ECIIEYEHUSI MOXKET MPUBECTHU K
MHOTHM PUCKaM: OT IOTEPHU JaHHBIX K TBOUM aKKayHTaM /10 OJIOKUPOBKH TBOETO
YCTPOMCTBA, I'IE YCTAHOBIICHHBIN HE JIeralibHas nporpamma. He crour takxke
3a0bIBaTh, YTO CYIIECTBYET JIeTajJbHbIe U OECIIaTHBIC IPOTPaMMBbI, KOTOPHIE
MOKHO HAUTH B CETH.



